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In order to remain in compliance with security best practices at
MMC, IT has instituted a password expiration and reset policy and
a self service password reset system. When your password is due
to expire, you will receive an email with a link to the password
reset system. Registration is required before you can reset your
password.

To assist you with registration, you will be receiving the email
below from usersupport@mmm.edu when it is time to change
your password. (You can also go directly to the password reset link
at any time).

Mon 6/26/2017 12:39 PM

U usersupport@mmm.edu
Password Self-Service Enroliment Requisition
To i ~
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Dear exgilii,

We have deployed Password Self-Service tool to help you reset your MMC network/email password on your own without IT
Help Desk assistance.

It's very easy to use! All you have to do is enroll yourself by clicking on the link given below to make use of this facility.

https://reset. nmm.edu:8443

Alternatively, you can also use your smartphone or tablet to enroll.

Learn how to enroll using your mobile
https://reset.mmm.edu:8443/help/user-guide/How-to-Enroll.html# enroll from mobile

Enroll now!!!
Regards,
Office of Information Technology

Marymount Manhattan College
1(212)517-0580


mailto:usersupport@mmm.edu

The link on the email will bring you this site: https://reset. mmm.edu:8443

Sign in with your MMC network username and password to register,
update your information or change your password. If you are registering
for the first time, you must enter a correct password. If you don’t
remember it, please contact the Help Desk at ext. 580 as they will have to
assign you a new temporary password.
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1 MarymountManhattan Password Self-Service

Sign in Please sign in to complete
User Name: | ] User Registration
Establish your identity via registration
Password: [ \ Self Update
Loy Givtor ‘ ANC = ‘ Update your contact information

Change Password
sword using cu

Change your pas rrent password

If you have completed User Registration through
above link, and

| 9 Reset Password /Unlock account - If you forget your password
- If your account is locked out

please click the button to reset your password and
unlock the locked account.

If you are unregistered users, please contact Help
Desk at 1(212)517-0580 for assistance.



https://reset.mmm.edu:8443/

After you have successfully logged in, you will be
presented with the welcome screen below.
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Welcome! This portal offers you the power of password self-service!
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* Password self-service: Reset password yourself when you forget it! Don't wait for the helpdesk!

* Self-service Account Unlock: Unlock the computer, when you are locked out of it.

* Self-service Directory Update: Update the changes in contact details yourself! And more..
Enroll now to enjoy these benefits! Click Hers

%o @

» | [ Other bookmarks

<

u () -



Register your security questions and answers under the tab
called “Security Questions”

Select two system-created security questions and create one of
you own.

There is no need to add anything under the tab “Verification
Code”. Your MMC email address will be filled in automatically.

r: MMC - ADSelfService Plus by ManageEngine [ El - =1 o= ~ Page~ Safety v Tools~ @- o

Welcome, L ]
@ Marymounthanhattan Sian out
My Info Change Password

User Registration (2) Help

The information you provide here will be used to authenticate you when you attempt to reset your password or unlock your account.
Security Questions verification Code

Length Specification

« The minimum langth of the quastion(s) should ba 5 charactars and maximum allowed is 255 charactars
#* The minimum length of the answer(s) should be 3 characters and maximum allowed is 255 characters
Register Your Security Question & Answer al
Question: |What was the malke of your first car? [=]

............
Question: |What is your favourite colour ? [=]

..........
Question: |Where was your first job?

Hide Answer(s)




After you complete the enrollment, please click on the “My Info” tab.

Add your non-MMC email address . This address is mandatory because the
password reset system will send a verification code to your registered non-
MMC email address whenever you need to reset your password or unlock
your locked account. Make sure you enter this email address correctly.
Verification codes will NOT be sent to your phone via SMS.

»

" MMC - ADSelfService Plus by ManageEngine f':|\ v B v & @ v Pagev Safetyv Tools~ Qv
Welcome‘
@ MarymountManhattan Sian Out

Change Password

Self Update

| (2 Help |
Update your personal information, such as contact details, in this page. —

% * Mandatory

General

Display Name : _ E-mail : - \
First name : _ ] Last name : ‘_

Contact

‘ * Your Non-MMC email : &estaccount@gmail.com ] ) Yoiir:Phone:#E Ll

} Update ‘




An Enrollment acknowledgement notification will be sent from
usersupport@mmm.edu to your non-MMC email account after you
complete your registration.

TV R 8 7 Enrollment Acknowledgement Notification - Message...

Message Q Tell me what you want to do

Wed 8/2/2017 11:20 AM

U usersupport@mmm.edu

Enrollment Acknowledgement Notification
To exzZstu

Dear iR,

Congratulations! You have successfully enrolled for password self-service on 2017/08/02 11:19 AM.

Henceforth, you will be able to reset your forgotten password and unlock your locked-out account at
https://reset. mmm.edu:8443 on your own without contacting IT HelpDesk.

Regards,

Office of Information Technology
Marymount Manhattan College
1(212)517-0580
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Anytime in the future you need to change your password, you can go to
https://reset.mmm.edu:8443, and click on the tab “Change Password”.
The password reset link will also be on the MMC Portal

S MMC - ADSelfService Plus by ManageEngine fa v B ~ = @ v Pagev Safety~ Toolsv @~ :

Welcome, GHNED
@ MarymountManhattan Sian Out

My Info >

Change Password | (2) Help |

Change your current domain password.

Old Password : "V ‘ %

New Password : ‘ ‘

Confirm New Password : ‘ ‘

— Minimum length should be at least 7

— Must contain both upper and lowercase characters
— Must contain at least one number

Must not be a palindrome

Must not contain any character more than twice

| | |

Must not have 3 consecutive characters from username

Change Password Cancel


https://reset.mmm.edu:8443/

You will receive this confirmation when your password is successfully

changed.

g;: MMC - ADSelfService Plus by ManageEngine

M~ v (] pm v Pagev Safetyv Toolsv @~

Welcome, ex2kstu

@ MarymountManhattan Sian Out

My Info

@

Your password has been changed successfully.

Click on My Info to edit your own details.

~



Anytime you forget your password or your MMC account is
locked, you can click on the button “Reset Password/Unlock
account “, Please note that you must be registered to do this.

S@MMC-ADSeIfSer\riceP\u;byManageEngine M- B -3 m ~ Page~ Safety v Tools v @-v -

@ MarymountManhattan Password Self-Service

Sign in Please sign in to complete
User Name: | | User Registration
Establish your identity via registration
Password: | ] Self Update
Update your contact infarmation
Log onte: MMC -

Change Password

Change your password using current password

If you have completed User Registration through
above link, and

@ Reset Password /Unlock account - If you forget your password
& - If your account is locked out

please click the button to reset your password and
unlock the locked account.

If you are unregistered users, please contact Help Desk
at 1(212)517-0580 for assistance.



To reset or unlock your password:

Enter your MMC username, select MMC in the “Domain

Name” field, and type the characters you see in green.
Then, click “Continue”.

| & MMC - ADSelfService Plus by ManageEngine |_’

o MarymountManhattan

R v [0 deh v Pagev Safety~v Toolsv @~

77" Reset Your Password

Please provide your user name and domain name. k

Domain User Name _ I (Example : Jsmith)

Domain Name IMMC El

Type the characters you see in the picture below.

99h441
EELERT

=

lEninsh IZ




To prove your identity:
Select one of these two options:

1. Use my security answer to verify my identity, or
2. Send verification code to your registered non-MMC email address

Then click “Continue”.

& MMC - ADSelfService Plus by ManageEngine i v B ~ = @ v Pagev Safetyv Toolsv @~ ~

@ MarymountManhattan

(2 Help |

Time left for this operation : 03:38 |- Li‘

9 @ use my security answer to verify my identity

:’g ~) Send verification code to my %

® Email 1d G RHRFAAA K @) g *HK, o

Type the characters you see in the picture belov.

micPa?



If you selected “Use my security answer to verify my identity”,

answer the security questions with the answer you set up during your
registration and type in the characters you see in the picture. Then click
“Continue”

’ & MMC - ADSelfService Plus by ManageEngine
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@ MarymountManhattan

Time left for this operation : 05:16 @

Py o e e e TS
<" Security Question:

~  Please answer the following question(s) as per your enrollment profile to reset your password

Answer the below question(s)

Question: What was the make of your first car?

Answer: I-cooco |

Question: Where is your first job?

Answer: lo-aao. |

Type the characters you see in the picture below.

t3dty
tr3dmijl



In the Reset Password screen, please follow the instruction to set your
new password. Click “Reset Password”.

& MMC - ADSelfService Plus by ManageEngine I ] oo~ v [ = v Pagev Safetyv Toolsv @~

B

| (2) Help |

Time left for this operation : 08:42 @

Reset Password

Please enter a new password in the boxes below:

Reset Password

New Password : |eeesesse l

Confirm New Password :

Minimum length should be at least 7

Must contain both upper and lowercase characters
Must contain at least one number

Must not be = palindrome

Must not contain any character more than twice

ok 2E K

Must not have 3 consecutive characters from username

Type the characters you see in the picture below.
aN
“6\\\\'\
nsijki|

e
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After you reset your password successfully, a Password Reset
Acknowledgement email will be sent to your non-MMC email account.

Google El =060

Gmail ~ o g 0 & - - Moe- 1043 < > mE@ ~ L~
Password Reset Acknowledgement inbox x = usersupport
usersupport@mmm.edu
Inbox (22) usersupport@mmm.edu 1:28 PM (1 minute ago) ~ v M -
) =

Starred o Show details
Sent Mail Dearguiimny,
Drafts (2) You have successfully reset your password using Password Self-Service.
Unwanted Your new password isCEliJi
More labels v Regards,

Office of Information Technology
h - + Marymount Manhattan College

1(212)517-0580

- Click here to Reply or Forward
0 GB (0%) of 15 GB used Terms - Privacy
Manage Last account activity: 1 minute ago

Details



If you elected to send the verification code to your registered non-MMC email address
in order to reset password or unlock your account, you will complete the screen as
shown below.

]gMMC-ADSerfServicePlusbyManageEngine ; \ -~ v [ g v Pagev Safetyv Toolsv @~

0 MarymountManhattan

[ (2) Help |

Time left for this operation : 03:18 @

= o) G T e I R e e
< Selec! or e optio 56'_”75:1' pve your identi "

' 7/ This process ensures that it is indeed "you" that we are talking with

0 @ use my security answer to verify my identity

— ../__ ‘\
/ﬁ 5/‘ Send verification code to my .
\@) Email Id Ijs*******@gm***.com Lz/

- —

Type the characters you see in the picture below.

paiSiy
batstf

Cancel ‘ \:



An email like the one below will be sent to your non-MMC email address with

a link to reset your password. Please click the link in the email and follow the

instruction on the screen to reset your password.

Gmail ~ 4 8 © B B - More ~ 10f43 £ > B v

1:39 PM (0 minutes ago) - v

usersupport@mmm.edu usersupport@mmm.edu

Inbox (21) W iome |~
Starred Dear calS, Show details
Sent Mail We understand that you want to reset your password/unlock account. Please
Drafts (2 click the link below to proceed: hitps:/ireset mmm.edu:3443/
rafts (2) accounts/Securelink?operation=reset& Token=
Unwanted cb2838cf75251e10aecde84147f375dcddabaeed 20cec3bSa5e2e6049ab2
50b334b923f3f3f720f58fead 11c3560eb4f86d30b430309b0617f3bb7375663cd93

More labels »

h ( i) Regards, lk

Office of Information Technology
Marymount Manhattan College
1(212)517-0580

- ¢ ere to Reply or Forwa
0 GB (0%) of 15 GB used Terms - Privacy
Manage Last account activity: 11 minutes

ago
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Please note....
After you have successfully reset your password, if you have an email account on
Office 365, please wait at least 2 hour before using your new password to login.

IT will be implementing a policy which will require that you reset your password
every 90 days. If your password is not reset before the end of this period, it will
expire. It is important that you use this program to reset your password when you
receive a warning email indicating when your password will be expiring.

If you have any questions about password resets, please contact the IT Help Desk
at techsupport@mmm.edu.
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